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An Overview to the Components of a 
Malware Detection System

Fig 1. An illustration of a malware detection system
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Machine Learning for Malware Detection

Fig 2. Training and inference process.
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Feature-based Malware Detectors

Fig 3. An overview of a Portable Executable file.
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Deep Learning-based Detectors

Figure 5. Hexadecimal view. Figure 6. Assembly view. 
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Grayscale Image Representation

Figure 9. Grayscale image representation of malware
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Structural Entropy Representation

Ramnit family

Gatak family

Figure 11. Entropy time series Daniel Gibert



Current Work at CeADAR & IBM

● Development of Evasion Attacks against ML-based Malware 
Detectors.

● Development of Defenses Against Evasion Attacks
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